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Course Description

This course provides an lntroductlon to the essential concepts and

practices of cvbersecurlf\_'{fff‘f"’ ﬁg ﬁé ‘minutes. vou will adin a solid
foundation In understandlna

countermeasures to enhance vour online security: embpowerina vou

k’

'vdrlous threats. vulnerabilities. and

to protect vourself and vour diaital assets from potential threats. The
course covers topics such as network security. crvptoaraphv. and
secure web browsina. Bv the end of this course. participants will have
a better understandina of how to safeauard personal information.
maintain data intearitvy and mitiaate cvber risks
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Course Reauirements:

No prior knowledae of cvbersecuritv is reauired. Participants should have access
to a combputer or mobile device with an internet connection to access the
course materials.

Bv the end of this course. vou will have a solid understandina of fundamental
cvbersecurity concepts and practices. You will be eauipped with the knowledae
to make informed decisions reaardina vour online securitv and protect vourself
from potential threats.

While this course provides an excellent introduction to cvbersecuritv. it is

important to continue learnina and stavina undated on the evolvina landscape
of cvber threats and securitvy best practices.
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Kev Concepts Covered

This course covers essential concepts that form the basis of cvbersecurity
knowledae. Participants will learn about:

 Understand the concept of cvbersecurity and its importance in protectina
electronic devices. networks. and sensitive information from unauthorized
access. theft. or damaae.

* |dentifv common tvpes of cvber threats and attacks. such as broken access
control. malware. phishina. ransomware. and social enaineerina. and
understand their potential imbpact on individuals and oraanizations.

e Recoanize the imbortance of practicina secure online behavior. includina
creatina strona and uniaue passwords. usina two-factor authentication. safe
browsina practices. and protectina personal information on social media.
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Kev Concepts Covered cont.

 Learn strateaies to secure devices. includina keepina software and operatina
svstems up to date. installina and usina antivirus/anti-malware software.
understandina firewall basics. and encrvptina sensitive data.

 Explore essential tins for maintainina a secure online presence. such as

securina home Wi-Fi networks. reaularlv backina up data. and beina aware of
potential risks and vulnerabilities in the diaital landscape.
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Benefits Of Takina This Course

 Bv combletina the Introduction to Cvbersecuritvy module. participants
will aain a solid foundation in understandina the importance of
cvbersecurity and its practical application. Thev will develop the
necessarv knowledae and skills to protect themselves. their personal
data. and diaital assets from cvber threats. Furthermore. this course
serves as a steoppbina stone for individuals interested in pursuina further
studies or a career in cvbersecuritv.

* Overdll. this course eauips participants with the knowledae and
awareness heeded to naviaate the combplex landscabpe of cvbersecuritv.
enablina them to make informed decisions to enhance their personal
and professional cvbersecurity posture.
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Sectionl:
Introduction to Cvbersecurity
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What Is Cybersecurity?

» Cybersecurity is the practice of protecting
electronic devices, networks, and sensitive
information from unauthorized access, theft,
or damage. With the increasing reliance on
technology in our daily lives, cybersecurity has
become a critical issue that affects everyone,
from individuals to businesses and
governments.

* The consequences of a cyber attack can be
devastating, ranging from financial losses to
reputational damage and even physical harm.
It is crucial to understand the potential risks
and take proactive measures to safeguard
against them.
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Whyv |Is Cvbersecurity Important?

Cvbersecuritv refers to the practice of protectina computer
svstems. networks. and data from unauthorized access. use.
disclosure. disruption. modification. or destruction. It involves
imblementina measures to ensure the confidentialitv. intearitv.
and availability of information. The increasina reliance on
technoloav and the interconnectedness of devices have made
individuals. oraanizations. and aovernments vulnerable to
various cvber threats.



Types Of Cyber Threats And Attacks

* Phishing is another common type of cyber threat that involves tricking individuals into
giving away sensitive information, such as passwords or credit card numbers, by posing as
a trustworthy source. Phishing attacks can come in the form of emails, text messages, or
even phone calls.
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Types Of Cyber
Threats And
Attacks cont.
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* Broken Access Control refers to a
vulnerability that occurs when a system
fails to properly enforce restrictions on
user access. It allows unauthorized
individuals to gain access to sensitive
information or perform actions beyond
their authorized privileges. This weakness
can result in data breaches, unauthorized
modifications, and other security breaches.
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Malware is a type of cyber threat that can
infect your computer or device with
harmful software designed to steal
personal information or cause damage to
your system. Malware can come in many
forms, including viruses, worms, and
Trojans.
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Types Of Cyber
Threats And
Attacks cont.

* Ransomware is a particularly malicious type of
cyber threat that can lock you out of your own
files or systems until a ransom is paid. This can
be devastating for individuals and businesses
alike, as it can result in the loss of important
data or even financial ruin.

* |t's important to be aware of these and other
types of cyber threats in order to take steps to
protect yourself and your devices from harm.
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RANSOM ENCRYPTION
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Summary:

* Cybersecurity is the practice of protecting electronic devices, networks, and sensitive
information from unauthorized access, theft, or damage. The consequences of cyber attacks
can be devastating, making cybersecurity a critical concern. Types of cyber threats include
broken access control, malware, phishing, and ransomware, all of which can result in data
breaches, financial losses, or other harm. Understanding these threats and taking proactive
measures to safeguard against them is essential in today's interconnected digital world
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Section 2:

Understanding Common
Cyber Threats




Broken Access
Control:
Unauthorized
access and
credential theft

 Unauthorized access refers to the act

of gaining entry or obtaining
information without proper
authorization or permission. It occurs
when an individual bypasses or
circumvents security measures to
gain access to resources, systems, or
data they are not supposed to have
access to. Unauthorized access can
lead to data breaches, privacy
violations, and compromise the
integrity of systems.



Broken Access Control: Unauthorized
access and credential theft
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S * Credential theft refers to the unauthorized acquisition or compromise of login
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fraud credentials, such as usernames and passwords, for accessing systems, applications, or
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Malware: Viruses and
WOorms

 Viruses and worms are different types of malware that pose a threat to
computer systems and networks. While they are all malicious software,
each has its own distinct characteristics and methods of operation.

 Viruses: Viruses are self-replicating programs that infect other
files or systems by attaching themselves to them. They spread by
executing the infected files and can cause a range of harmful
effects, such as data corruption, system instability, or
unauthorized access.

* Example: The "ILOVEYOU" virus, which emerged in
2000, spread via email and infected millions of
systems worldwide. It disguised itself as a love
letter and when opened, it executed the malicious
code and propagated itself to the user's contacts,
causing widespread damage.
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Types of
computer worms

Instant
Messaging
Ermail WIHTTS Crypto-
WIOFTTIS WOFTMS

File-
sharing

WOrTtms

Internet
WOaOrms
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* Worms: Worms are standalone programs
that self-replicate and spread across
computer networks without the need for
user interaction or the attachment to other
files. They exploit vulnerabilities in network
protocols or operating systems to infect and
compromise connected devices.

* Example: The "Conficker" worm,
discovered in 2008, exploited a vulnerability
in Microsoft Windows systems. It rapidly
spread across networks by exploiting weak
passwords and unpatched systems, infecting
millions of computers worldwide.



Conclusion to Malware: It is important to have up-to-date
antivirus/anti-malware software. reaularlv abplv securitv
patches. exercise caution when downloadina or executina files.
and practice safe browsina habits to protect aaainst viruses
and worms. Additionallv. maintainina backups of important
data can help mitiaate the impact of malware infections.
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Phishing Attacks: Identifying
And Avoiding Email And
Phone Scams

* |[dentifying and avoiding email and phone scams involves recognizing and taking necessary
precautions against fraudulent attempts to deceive and manipulate users into revealing
sensitive information like Personal Identifiable Information (PIl) or financial details and/or
performing harmful actions such as downloading malicious attachments. These scams often
impersonate trusted entities or individuals and employ social engineering techniques to trick
victims. By being vigilant and implementing security measures, users can protect themselves

from falling victim to phishing attacks.
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Email Scam
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Mobile Scams (Ex: WhatsApb)




Conclusion
to Phishing
Attacks
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* By staying alert to these signs and exercising
caution when dealing with unsolicited
messages, individuals can effectively identify
and avoid falling victim to email and WhatsApp
scams. Remember, it's always better to err on
the side of caution and verify the legitimacy of
requests before taking any action.



Social
Engineering
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* Manipulating and deceiving individuals
through personal interactions to trick them into
revealing their login credentials

* Manipulating human behavior for malicious
purposes. It involves exploiting psychological
and social aspects to deceive individuals into
disclosing sensitive information, granting
unauthorized access, or performing actions
that benefit the attacker. By leveraging trust,
authority, or emotions, social engineering
attacks bypass technical security measures
and rely on human vulnerabilities.



Social Engineering Explained

Also known as human hacking, social engineering is
the manipulation of someone to divulge confidential
information that can be used for fraudulent purposes.

The social engineer
gathers information
about their victims.
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The social engineer
gathers information
about their victims.
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The social engineer poses
as a legitimate person and

builds trust with their victims.

&

The social engineer poses
as a legitimate person and

builds trust with their victims.

* Example: A common form of social engineering
is a "Tech Support Scam." In this scenario, an
attacker impersonates a technical support
representative from a reputable company and
contacts a victim via phone or email. The attacker
convinces the victim that their computer is
infected with malware or experiencing technical
issues. To resolve the problem, the victim is asked
to provide remote access to their computer or
download malicious software under the guise of a
legitimate tool. Once the attacker gains control,
they can steal personal information, install
malware, or extort money from the victim.



Conclusion To Social
Engineering

* |t is essential to remain cautious and skeptical of unsolicited communication, especially
when it involves sensitive information or requests for actions that seem unusual or suspicious.
Verify the authenticity of requests independently, be wary of sharing personal information or
credentials, and report any suspected social engineering attempts to relevant authorities or
the organization being impersonated. Education and awareness play a critical role in
mitigating the risks associated with social engineering attacks.
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Password Attacks:
Brute-Force And Password Hvaiene




Summary
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* In the session on understanding common cyber
threats, we explored broken access control,
password attacks, malware, phishing attacks, and
social engineering. Broken access control
involves unauthorized access and credential
theft, while password attacks exploit weak
authentication methods. Malware includes
viruses and worms that can harm systems.
Phishing attacks target individuals through email
and WhatsApp scams. Social engineering
manipulates human behavior for malicious
purposes, and password attacks like brute force
and password hygiene play a role in protecting
against unauthorized access. By understanding
these threats, individuals can take proactive
measures to enhance their cybersecurity.



Section 3:
Secure Online Behavior




Secure Online
Behavior

* One of the most important aspects of cybersecurity is practicing good online habits. By using
strong passwords, avoiding suspicious links, and keeping your software up to date, you can
greatly reduce your risk of falling victim to cyber attacks.

* Creating strong and unique passwords

* Strong and unique passwords provide a crucial defense against unauthorized
access to personal accounts and sensitive information. They significantly
reduce the likelihood of successful brute force attacks as complex passwords
are difficult to guess or crack. By using strong and unique passwords,
individuals can enhance the security of their online presence and protect
themselves against potential data breaches and identity theft.

e Two-factor authentication:

* Enhancing security with an extra layer of protection - Two-factor
authentication (2FA) provides an additional layer of security by requiring users
to provide two forms of verification to access their accounts. This extra step
adds an extra level of protection against unauthorized access, even if the
password is compromised. By combining something the user knows
(password) with something they have (such as a unique code sent to their
mobile device), 2FA significantly reduces the risk of unauthorized access and
enhances overall account security.
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Enhancing security with an extra layer of
protection means making something more safe
and secure by adding another step to it. Just like
how you have a lock on your diary to keep it safe,
we can add a special lock to our online accounts.
This special lock is called Two-factor
authentication (2FA).

Normally, when we log in to our accounts, we just
need to put in a password. But with 2FA, we need
to do two things to prove that we are the real
owners of the account. It's like having two locks
instead of one.
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* The first thing we do is put in our password,
which is something we know and only we
should know. But that's not enough to keep
our account really safe.

* The second thing we do is provide another
proof that we are the right person. This can
be a special code that is sent to our mobile
phone. So, not only do we have to know the
password, but we also need to have our
phone with us to get the special code. It's like
having a special key that only we have.

* By doing these two steps, it becomes much
harder for someone else to get into our
account, even if they somehow find out our
password. It's like having double protection!
This makes our account much safer and helps
us keep our information private."
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Safe Browsing

Practices
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* |dentifying malicious websites and using secure connections
(HTTPS) - By recognizing and avoiding malicious websites,
individuals can protect themselves from phishing attacks,
malware infections, and potential data breaches. Additionally,
using secure connections through HTTPS ensures that the data
transmitted between the user's device and the website is
encrypted, enhancing privacy and safeguarding sensitive
information from unauthorized access or interception.
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Social media
privacy:

* Protecting personal information
online - Social media privacy is vital
for safeguarding personal
information online. By actively
managing privacy settings, users can
control who has access to their
posts, photos, and personal details.
This reduces the risk of unauthorized
individuals exploiting or misusing
personal information, protecting
against potential privacy violations,
identity theft, and targeted
advertising.



Summary

* In Module 3 on secure online behavior, we covered several key aspects of cybersecurity.
Creating strong and unique passwords was highlighted as a crucial defense against
unauthorized access and data breaches. Two-factor authentication was discussed as an
effective way to enhance security by requiring users to provide an additional form of
verification. Safe browsing practices, such as identifying malicious websites and using secure
connections (HTTPS), were emphasized to protect against phishing attacks and ensure data
privacy. Lastly, the importance of social media privacy was emphasized in safeguarding
personal information and mitigating risks of privacy violations and identity theft. By
practicing these habits, individuals can greatly reduce their risk of falling victim to cyber
attacks and protect their online presence.
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Section 4

Securing Your
Devices




Securing Your Devices

Keeping software and operating systems up to date is
crucial for cybersecurity as it ensures that the latest
security patches and fixes are installed, minimizing
vulnerabilities that can be exploited by hackers and
protecting your devices from potential threats.
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) Installing and using antivirus/anti-malware software
is crucial for securing your devices as it helps detect,
prevent, and remove malicious software, protecting
your sensitive information and ensuring the overall
integrity and performance of your system.
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Firewall basics are crucial for protecting against unauthorized

.1 Firewall basics: Protecting against unauthorized network access by acting as a barrier between your device
and the internet, monitoring and controlling incoming and

.L. network access outgoing traffic to prevent potential threats from infiltrating
your system.

Encrypting sensitive data is crucial because it transforms

Encrypting sensitive data: Understanding encryption information into a secure and unreadable format, ensuring
. . ' that even if it is intercepted or accessed without
and its Importance authorization, it remains protected and unintelligible to

unauthorized individuals or hackers.
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Summary
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* Keeping software and operating systems

up to date is essential for cybersecurity, as
it installs the latest security patches and
fixes, reducing vulnerabilities.
Antivirus/anti-malware software is crucial
in detecting and removing malicious
software, safeguarding sensitive
information and system integrity.
Firewalls act as a protective barrier,
monitoring and controlling network traffic
to prevent unauthorized access.
Encrypting sensitive data ensures its
security and makes it unreadable to
unauthorized individuals, even if
intercepted.



Section 5:

Essential Tips,for.a Secure
Online-Presence




Secure Wi-Fi practices: Securing your home Backing up your data: Importance and
network methods

e Secure Wi-Fi practices, such as securing your home e Backing up your data is crucial because it ensures that

network, are crucial for maintaining a safe online
presence as they prevent unauthorized access to your

personal information and protect against potential
cyber threats.

e For example, if your home Wi-Fi network is left
unsecured, hackers in proximity can easily gain access
to your network, potentially intercepting sensitive
data or launching attacks on connected devices.
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you have copies of your important files and
information in case of data loss, such as hardware
failure, malware, or accidental deletion.

e For example, imagine losing all your important
documents, photos, and work files due to a computer
crash with no backup, resulting in significant loss and

potential disruption to your personal or professional
life.




Being cautious
with downloads

and email
attachments
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Being cautious with downloads
and email attachments is crucial
for maintaining a secure online
presence as they can often
contain malware or malicious
code that can compromise the
security of your device and
personal information.

e For example, opening a

suspicious email attachment
can lead to the installation of
ransomware, which encrypts
your files and demands a
ransom for their release.

Regularly reviewing and
adjusting privacy settings on
online accounts is essential to
maintain control over personal
information and protect against
unauthorized access.

e For example, by regularly

checking and adjusting the
privacy settings on social
media accounts, users can
limit the visibility of their
posts and personal details to
their desired audience,
reducing the risk of potential
privacy breaches.



Summary

 Secure Wi-Fi practices, such as securing your home network, are essential for maintaining a safe
online presence, preventing unauthorized access and potential cyber threats. Backing up your
data is crucial to avoid losing important files and information due to hardware failure, malware,
or accidental deletion. Being cautious with downloads and email attachments is vital as they can
contain malware that compromises device security. Regularly reviewing and adjusting privacy
settings on online accounts helps maintain control over personal information and protects against
unauthorized access
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* Here are some online websites that students and participants of the
course can visit to learn more about cvbersecuritv:

o Cvbrarv (httos://www.cvbrarv.it/): Cvbrarv offers a wide ranae of free
cvbersecurity courses. includina beainner-friendlv material. It covers various
topbics such as network securitv. ethical hackina. and incident response.

o Opben Securitvy Trainina (httos://www.obensecuritvtrainina.info/): Open Securitv
Trainina provides free and oben-source securitv trainina materials. includina
videos and slides from various securitv conferences and workshobs. It covers a
broad ranae of cvbersecuritv topbics. includina software vulnerabilities. network
securitv. and reverse enaineerina.

o National Initiative for Cvbersecuritv Careers and Studies (NICCS) Trainina
Cataloa (https://niccs.us-cert.aov/trainina/search): The NICCS Trainina Cataloa
iIs a comprehensive database of cvbersecuritv trainina resources provided bv
aovernment aaencies. academic institutions. and private oraanizations. It allows
users to search for courses based on their interests and skill levels.
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 SANS Institute (https://www.sans.ora/): SANS Institute offers a mix of free and
paid trainina resources. Thev provide webcasts. whitepapers. and newsletters on
various cvbersecurity topbics. Their bloa is also a valuable source of information
for stavina undated on the latest securitv trends.

« OWASP (https://owasp.ora/): The Open Web Abpblication Securitv Proiect
(OWASP) is a nonprofit oraanization that focuses on web apbplication securitv.
Their website offers a wealth of resources. includina articles. auides. tools. and
communitv-driven proiects aimed at helpina individuals understand and
address web application securitv challenaes.

« Khan Academyv - Computina (httos://www.khanacademv.ora/combputina):
Khan Academv's Combutina section covers combputer science and
proarammina topics. includina cvbersecurity fundamentals. It provides
interactive lessons. auizzes. and codina exercises suitable for beainners
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e Carneaie Mellon Universitv's Software Enaineerina Institute
(https://www.sei.cmu.edu/): The SEl website offers resources and publications
on various aspects of cvbersecurityv. includina best practices. frameworks. and
research papers. Thev cover topbics such as secure codina. incident response.
and secure software develooment.

 The Cvbersecurity and Infrastructure Securitv Aaencv (CISA)
(https://www.cisa.aov/): CISA’'s website provides a wealth of information on
cvbersecurity best practices. resources. and auidance. Thev offer trainina
materials. alerts. and advisories to help individuals and oraanizations protect
themselves aaainst cvber threats.
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Remember. cvbersecurity is a rapidlv evolvina field. so it's
important to explore multiple sources and stav updated with
the latest trends and best practices. These websites provide a
solid foundation for learnina. but alwavs exercise caution and

verifv the credibility of the information vou come across.
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Section 1: Multiple Choice

Select one answer for each auestion



1. What Is Cvbersecuritv?

a) Protectina phvsical assets from damaae

b) Protectina electronic devices. networks. and sensitive information
from unauthorized access. theft. or damaae

c) Protectina personal reputation on social media platforms

d) Protectina phvsical health from cvber threats



1. What Is Cvbersecuritv?

a) Protectina phvsical assets from damaae

b) Protectina electronic devices. networks. and sensitive information
from unauthorized access. theft. or damaae

c) Protectina personal reputation on social media platforms

d) Protectina phvsical health from cvber threats



2. Which of the followina is NOT a
potential conseauence of a cvber attack?

a) Financial losses
b) Reputational damaae
c) Phvsical harm

d) Improved network performance



2. Which of the followina is NOT a
potential conseauence of a cvber attack?

a) Financial losses
b) Reputational damaae
c) Phvsical harm

d) Improved network performance



3. Which of the followina best defines
broken access control?

a) Unauthorized access to a computer svstem
b) Unauthorized entrv into restricted areas
c) Failure to enforce restrictions on user access

d) Maniobulatina individuals throuah personal interactions



3. Which of the followina best defines
broken access control?

a) Unauthorized access to a computer svstem
b) Unauthorized entrv into restricted areas
c) Failure to enforce restrictions on user access

d) Maniobulatina individuals throuah personal interactions



4. What is phishina?

a) Infectina a computer with harmful software

b) Gainina unauthorized access to a svstem or application
c) Manipulatina individuals throuah personal interactions

d) Trickina individuals into revealina sensitive information bv

posina as a trustworthv source



4. What is phishina?

a) Infectina a computer with harmful software

b) Gainina unauthorized access to a svstem or application
c) Manipulatina individuals throuah personal interactions

d) Trickina individuals into revealina sensitive information bv

posina as a trustworthv source



5. What is ransomware?

a) Infectina a combputer with harmful software
b) Gainina unauthorized access to a svstem or application
c) Lockina files or svstems until a ransom is paid

d) Manipulatina individuals throuah personal interactions



Section 2: True or False

Determine whether the statement is true or false.



6. True or False: Cvbersecuritv onlv
affects businesses and aovernments.



6. True or False: Cvbersecuritv does
not onlv affect businesses and
aovernments.




/. True or False: Broken access control refers to
unauthorized phvsical access to restricted areas.



7. True or False: Broken access control refers to the act
of gaining entry or obtaining information without
proper authorization or permission. It occurs when an
individual bypasses or circumvents security measures to
gain access to resources, systems, or data they are not

supposed to have access to. Unauthorized access can
lead to data breaches, privacy violations, and

compromise the integrity of systems.



8. True or False: Malware can come In
the form of viruses. worms. and troians.



8. True or False: Malware can come In
the form of viruses. worms. and troians.



9. True or False: Phishina attacks can occur
throuah emails. text messaaes. or phone calls.



9. True or False: Phishina attacks can occur
throuah emails. text messaaes. or phone calls.



10. True or False: Reaularlvy undatina antivirus
software is important to protect aaainst malware.



10. True or False: Reaularlvy undatina antivirus
software is important to protect aaainst malware.



Section 3: Multiple Selection

Select the best answers for each auestion



1I. Which of the followina are exambples
of malware? (Select all that applv)

a. Viruses
b. Worms

c. Phishina

d. Ransomware



1I. Which of the followina are exambples
of malware?

a. Viruses
b. Worms

c. Phishina

d. Ransomware



12. Which of the followina are methods used
in credential theft? (Select all that applv)

a) Password auessina
b) Shoulder surfina
c) Brute-force attacks

d) Social enaineerina



12. Which of the followina are methods used
in credential theft? (Select all that applv)

a) Password auessina
b) Shoulder surfina
c) Brute-force attacks

d) Social enaineerina



13. Which of the followina are examples of aood
password hvaiene practices? (Select all that applv)

a) Usina comblex and uniaue passwords
b) Reusina the same password across multiple platforms
¢c) Chanaina passwords reaularlv

d) Avoidina easilv auessable choices



13. Which of the followina are examples of aood
password hvaiene practices? (Select all that applv)

a) Usina comblex and uniaue passwords
b) Reusina the same password across multiple platforms
¢c) Chanaina passwords reaularlv

d) Avoidina easilv auessable choices



14. Which of the followina are safe

browsina practices? (Select all that applv)
a) Clickina on susbpicious links

b) Downloadina files from unfamiliar sources
c) Usina secure connections (HTTPS)

d) Recoanizina and avoidina malicious websites



14. Which of the followina are safe

browsina practices? (Select all that applv)
a) Clickina on susbpicious links

b) Downloadina files from unfamiliar sources
c) Usina secure connections (HTTDPS)

d) Recoanizina and avoidina malicious websites



15. Which of the followina are methods for
securina vour devices? (Select all that applv)

a) Keepina software and operatina svstems up to date
b) Installina and usina antivirus/anti-malware software
c) Disablina firewalls to improve network performance

d) Encrvptina sensitive data



15. Which of the followina are methods for
securina vour devices? (Select all that applv)

a) Keepina software and operatina svstems up to date
b) Installina and usina antivirus/anti-malware software
c) Disablina firewalls to improve network performance

d) Encrvptina sensitive data



Section 4: Fill in the Blanks



Prepared by Diana

16. Broken access control occurs when a svstem
fails to properlv enforce restrictions on
access.

Abraham for FIDA Africa Members



Prepared by Diana

16. Broken access control occurs when a svstem
fails to properlv enforce restrictions on USER
access.

Abraham for FIDA Africa Members



7. is a tvpe of cvber threat that
infects a combputer or device with harmful
software.



17. Malware is a tvpe of cvber threat that infects
a combputer or device with harmful software.



18. involves trickina individuals into revealina
sensitive information bv posina as a trustworthv source.
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18. Phishina involves trickina individuals into revealina
sensitive information bv posina as a trustworthv source.
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19. Brute force attack is an automated method where
an attacker svstematicallv tries all possible combinations
of characters until the correct Is found.
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19. Brute force attack is an automated method where
an attacker svstematicallv tries all possible combinations
of characters until the correct password is found.
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20. Secure VWi-Fi practices are crucial for
protectina vour and sensitive
data.



20. Secure Vi-Fi practices are crucial for
protectina vour network and sensitive data.



Section 5: Matchina

Match the followina terms with their correspondina definitions



Two-factor
authentication (2FA)

Social Enaineerina

Denial of Service (DoS)

Encrvption

Prepared by Diana Abraham for FIDA Africa Members

a)

b)

c)

d)

e)

An attack that aims to make a computer or network
resource unavailable to its intended users bv
overwhelmina it with a flood of incomina traffic or
reauests.

A techniaue used bv cvber attackers to
manibulate individuals into divulaina sensitive
information or performina certain actions.

A network securitvy device that monitors and
controls incomina and outaoina network
traffic based on predetermined securitv rules

A securitvy measure that reauires users to provide
two different tvpes of identification before
arantina access to a svstem or account.

The process of convertina plaintext data into
a form that cannot be easilv understood or
deciphered bv unauthorized parties.



An attack that aims to make a computer or network
resource unavailable to its intended users by

. overwhelmina it with a flood of incomina traffic or
Firewall overvihe

A techniaue used bv cvber attackers to
manibulate individuals into divulaina sensitive
information or performina certain actions.

Two-factor ’,
authentication (2FA.;
-

4 A network securitvy device that monitors and
' controls incomina and outaoina network
traffic based on predetermined securitv rules

Social Enaineerina

security measure that reauires users to provide
o different tvpes of identification before

Denial Of SQrVice ‘DOS / arantina access to a svstem or account.

The process of convertina plaintext data into
a form that cannot be easilv understood or
deciphered bv unauthorized parties.
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